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1.1 Benesse’s massive data leak
1.2 Japan Pension Service’s case

１ Background
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Benesse
Holdings Inc.

A Group Company 

Benesse’s database

Stolen by
a USB stick

A System Engineer

Resale 28.9 million 
customer’s data

Name, Address, birthday, phone number

1 Background  
1.1 Benesse’s massive data leak
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Introduction
About Japanese National Pension System

20 years old 60 years old ~
Contribution

Over 65 years old 

Eligible for Pension

Operated by
Japan Pension Service

1 Background
1.2 Japan Pension Service’s Case (1/2)
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Core system

Infection
Name
Address
Phone number

File sharing server

Copying data

1 Background
1.2 Japan Pension Service’s Case (2/2)

Attacker

Malware
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2 Electronic data exchange between
SAI-Japan and the auditee entities
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2 Electronic data exchange between SAI-Japan and the auditee entities (1/4)

Japan-SAI

Auditees
By Article 26

By Article 24
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Article 24 of the Board of Audit Act

・SAI-Japan has mandate to receive regular 
financial statements together with vouchers 
and supporting documents from auditee 
entities and check them.
・Such vouchers and supporting documents are 
huge (44.67 million pages in 2015).
・SAI-Japan permits the auditee entities to 
arrange to submit documents in electronic 
media.

2 Electronic data exchange between SAI-Japan and the auditee entities (2/4)

11



paper

Japan-SAI By Article 24

Approval Flow

Paperless
Only 1100 CDROMs 
in total 2015  

AuditeesTotal 44.67 million pages in 2015  

2 Electronic data exchange between SAI-Japan and the auditee entities (3/4)
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Japan-SAI

By Article 26

Auditees

Example

・SAI-Japan may demand auditee entities to 
submit documents or other supporting 
materials etc.
・Such documents or other supporting 
materials can be in electronic forms.

2 Electronic data exchange between SAI-Japan and the auditee entities (4/4)
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3 An example of Big data matching 
analyses by SAI-Japan
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3 An example of Big data matching analyses by SAI-Japan (1/3)

TEPCO

TEPCO=Tokyo Electric Power Company
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TEPCO

Duty of the payment for reparation

=Nearly 70 billion dollars

Government

6.5 million records

Japan-SAI

Inefficiency?
Error?

ID-a ID-c
ID-b

3 An example of Big data matching analyses by SAI-Japan (2/3)
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TEPCO

=ID-bID-a

IDEA
＆Microsoft Access

Check
Analyze

3 An example of Big data matching analyses by SAI-Japan (3/3)
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4 Social Security and Tax Number System 
in Japan 

4.1 Individual number & corporate number    
4.2 Use of the Corporate Number as a matching key
4.3 Future use of the Corporate Number
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<Individual Number>
(National ID)

<Corporate Number>

◎△ ×●◎△◆□○△×◎ △×●◎△◆□○△×◎× ×●◎△◆□○△×◎◎△

4 Social Security and Tax Number System in Japan
4.1 Individual number & corporate number (1/5)

1234567898765 2345678987654 3456789876543
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Disaster 
response 
procedures

Taxation

Social Security

For commercial

<Individual Number>

4 Social Security and Tax Number System in Japan
4.1 Individual number & corporate number (2/5) 
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Strict operation-side and 
system-side monitoring

◎△ ×●◎△◆□○△×◎

Not controlled centrally 

Prefectures

Administrative agency

Japan Pension Service

Municipality

◎△ ×●◎△◆□○△×◎

4 Social Security and Tax Number System in Japan
4.1 Individual number & corporate number (3/5) 

<Individual Number>
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◎△ ×●◎△◆□○△×◎

SAI-Japan

Prefectures

Personal Information

Municipality

Personal Information

Personal Information

Administrative agency

Personal Information

Japan Pension Service

4 Social Security and Tax Number System in Japan
4.1 Individual number & corporate number (4/5) 

<Individual Number>
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<Corporate Number>

Japan-SAI

!

1234567898765

Name of company

Location

www

These 3 data can be downloaded for use on your PC

4 Social Security and Tax Number System in Japan
4.1 Individual number & corporate number (5/5)
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1234567898765

会計検査院

kaikeikensain
カイケイケンサイン

Orthographical variants

Solution
Corporate Number

かいけいけんさいん

4 Social Security and Tax Number System in Japan 

4.2 Use of the Corporate Number as a matching key(1/2)
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1234567898765

1234567898765

3456789876543

3456789876543

123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789

123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789

subsidy? contractor?

Matching key

4 Social Security and Tax Number System in Japan 

4.2 Use of the Corporate Number as a matching key(2/2)

Administrative agency

Administrative agency
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1234567898765

Japan-SAI

123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789
123 456 789

1234567898765

Unstructured date
Unstructured date

4 Social Security and Tax Number System in Japan 

4.3  Future use of the Corporate Number
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5 Conclusion ＆ Discussion
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