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Let’s get started!

So, why did we

get involved into %
==

this project? =




TCU has been conducting broad IT
Governance evaluation of brazilian

federal organizations since
2007.

This means 372 entities of | ’
the three branches
(executive, legislative,
judiciary)



This is how it works...

Survey — Year 1

é“l

Year 2 — audits in order to check
answers and the
implemented processes
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It covers
a lot...

more
than 200
itens
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Leadership

Strategies and
Plans

Information

Human resources

Processes




After some time, in some areas we
may already see improvement...
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IT Steering Committee
prioritizes IT actions
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So, the project became as an
opportunity for us to share
experiences and to exchange
practices among WGITA community



What is
the

GET.IT Project? %




In 2013, WGITA meeting was held in the
beautiful Vilnius, in Lithuania
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INTOSAI

25-26 April 2013, Vilnius, Lithuania

g of the INTOBSAI Working Group on I'T Audit
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| WAS THERE!




IT Governance was the
1 pick of the survey
conducted with the
WGITA community
for the next work plan




So, we decided to join
efforts to produce a guide
on IT Governance for our

community

It was named

GET.IT

Governance Evaluation
Techiniques for
Information Technology

DA UNIAO



Participating SAls

Auditor-General of South Africa

Federal Court of Accounts of Brazil (Project
Leader)

National Audit Office of Lithuania
State Audit Bureau of Kuwait
US Government Accountability Office (GAO)



ining different

approaches and backgrounds
* Text harmonization Y

« Communication (written english,
contacting the right international liaison, |
wrong e-mail adresses, e-mails that did '

not reach the right person)



balanced with internal work



Governance Evaluation
I I Techiniques for
o i @B B Information Technology

A WGITA Guide
for Supreme audit
institutions

T
(=27 INTOSAI
‘\gs” arking Greup oo IT At

TCU repenas counr or accouns




SUMMARY

DISCLAMER 12

INTRODUCTION 14

CHAPTER | CHAPTER lli

IT GOVERNANCE 16 CASE STUDIES 98

1. Governance Introduction 1. State Audit Bureau of Kuwait:

18

The Evaluate-Direct-Monitor Cycle 27 “Individual Organization” method 100
31
33

2. National Audit Office of Lithuania:

2.

3. Risks and Consequences
The State Control “State-level”

4.

Enablers of IT Governance

and “IT Self-assessment” methods 107
CHAPTER Il 3. Federal Court of Accounts of Brazil:
GOVERNANCE EVALUATION Survey-based*method 114
TECHNIQUES FOR IT (GET.IT) 42 4. Auditor-General of South Africa:

“Individual Organization” method 119
1. Auditing Individual Organizations et o S

. State-level / Performance Auditing REFERENCES 127

3 2 8§ #

P
3. Survey-based Audit
4. IT Self-assessment



oy

A WGITA Galde for Suprerme Audit Inst futlons

1.4 Principles of IT Governance
(1SO/IEC 38500:2008 Standard)

The different definitions for IT governance, as
menticned on the previous sections, have origi-
nated several best practices and frameworks to
guide the implementation of the related con-
cepts in a given organization.

The ISO/IEC 38500:2008 standard provides
guiding principles for directors of organizations
(including owners, board members, directors,
partners, senior executives and similar roles) on
the effective, efficient and acceptable use of IT
within their organizations.

It provides a framework of six IT governance
principles that, if followed, aim to:

+ provide stakeholders {including clients, share-
holders, employees and the general public)

Chapter ar - T GOVERNANCE

IT governance principles
(1ISO/IEC 38500:2008)

These principles should then be translated into
general guidelines concerning IT governance,
as follows:

Responsibility: establish clearly understood
responsibilities for IT;

« Strategy: plan IT to best support the
organization;

= Acquisition: acquire IT products and ser-
vices validly;

INTOSAT | Working Group rr.lud'it/‘

1.5 Key Elements of IT Governance

To accomplish the effective delivery of IT solu-
tions, an organization needs to have some key IT
governance elements in place. These elements
are described next.

151 [T Strategy and Planning

IT Strategy represents the mutual alignment
that is supposed to exist between business
and ITs strategic objectives. These last ones
should consider the current and future needs

Chapter 1. Concepts and definitions

governance of IT within the organization.

Eeturn to Summary

man factars.

Return to Summary

ness objectives.




GOVERNANCE EVALUATION
TECHNIQUES FOR IT (GETIIT)

ithout a sound idea of how to effectively utilize IT resources, an organiza-
tion risks wasting money and, more importantly, failing to meet its overall
business objectives. Good IT governance implementation will increase the
likelihood of success and will ensure that limited IT resources are well uti-
lized.

Thus, auditors need to ensure that the audited entity has an effective IT
governance framework in place. However, they need to keep in mind both the size of the organi-
zation and its mission. Large organizations should have most of the key elements in place. Audits
in smaller organizations or audits of organizations whose mission is not as complex, in turn, may
exclude from the evaluation some details of key elements.

Next sections describe four evaluation techniques that could be used by organizations in the public
sector to assess properly IT governance, considering the targeted profile of the organization.

00 0 awT A

Chapter 2. Four evaluation technigues



Chapter o3 - CASE STUINES
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2. NATIONAL AUDIT OFFICE OF LITHUANIA — THE STATE CONTROL

“STATE-LEVEL" AND “IT SELF-ASSESSMENT” METHODS

2.1 Summary

The National Audit Office of Lithuania (the NAD
LT), accountable to the Seimas (the Parliament)
has the mandate to audit each level of the gow-
ernment, starting from institutional level up to
the state-level when audit objective is extend-
ed to effectiveness and efficiency of implemen-

cascade to develop reliable IT poals and perfor-
mance criteria.

Having the wide audit scope, equipped with
modern IT governance methods and practices
which are tested and applied on the NAO LT be-
fore offered to the auditees, the competent IT
audit staff is able to sugpest the best possible

Chapter 3. Four case studies

The National Audit Office of Lithuania uses its
own IT function to test and apply best practic-
es, showing example to the public sector that
audit recommendations may be practical, as

2.2 The SAl

The MNational Audit Office (the State Control) of
Lithuaniawas established in 1919 and appoint-
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his chapter addresses some con-
cepts regarding governance, as
well as its relevance in the con-
text of public organizations and
their control, the role of informa-
tion technology (IT) governance
and its expected contributions to improving
results in both the technology area and the
core business of an organization,

The Evaluate-Direct-Monitor cycle describes
the motor driving of value creation. Through
these three activities, governance ensures
that stakeholders' needs, conditions and
options are evaluated to determine bal-
anced, agreed-on enterprise objectives to be

achieved, that direction is set through priori-
tization and decision-making and that perfor-
mance and compliance are monitored against
agreed-on direction and objectives (ISACA,
2012a, p. 31).

Risk analysis is an important piece of gover-
nance, including IT governance. Latter section
in this chapter provides a set of common risks
and an explanation of the possible conse-
quences of failures in IT governance.

In the final section, a guide of the main en-
ablers of good governance provided by COBIT
5 is described. Lack of enablers may affect the
ability of the enterprise to create value.

Objective: Present concepts related to Governance so users can have
the most relevant approaches in a single place



IT governance principles
(ISO/IEC 38500:2008)

COBIT and ISO/IEC 38500 still are the main references to IT governance

4. ENABLERS OF IT GOVERNANCE

collectively, have the ability to influence  management, operation or use of IT resources

E nablers are factors that, individually or  in the organization involved in the planning,
the proper functioning of the organiza-  should make decisions and perform actions in

The Evaluate-Direct-Monitor cycle and IT governance principles

Strategy

= the seven categories
in COBIT 5, as well as
blications adjdress the

licies and

principles, pelicies and
eans by which gover
on setting) are institu-
,they act asintegrating
ie dedisions and man-
ion of decisions {ISACA,

erred behavior, set in
-making and, as such,
nust be demanded by
)8, p. 6). Thus, all people

observance of the established principles. The
ISO/IEC 38500:2008 standard defines six prin-
ciples for good corporate governance of IT: re-
sponsibility, strategy, acquisition, performance,
conformance and human behaviar.

Among others, examples of the principles of IT
governance are the need for the organization’s
business strategy to take into account the cur-
rent and future IT capabilities, the requirement
that IT complies with applicable laws and reg-
ulations and the need for IT acquisitions to be
made for valid reasons, balancing benefits, op-
portunities, costs and risks {ISO/IEC, 2008, p. 6).

In this context, in order that senior manage-
ment may govern IT to meet institutional needs,
it is necessary to establish a set of principles to
guide the desired behavior in the management
and use of institutional IT. It is noteworthy that,
regarding public organizations, the principles
for IT governance must be aligned with the gen-
eral principles governing public administration
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Chaper an - IT GOVERNANCE

in an efficient manner. Nevertheless, while se-
nior leadership is usually concerned with busi-
ness strategy and strategic risks, few leaders
have focused on IT issues, despite the fact that
they involve large investments and huge risks.
Why is that? Among the reasons: IT requires
more technical insights than other disciplines
in order to understand how it enables the en-
terprise and creates risks and opportunities; IT
has traditionally been treated as an entity apart
from the business; IT is complex, even more so
in the context of an extended enterprise operat-
ing in a networked economy.

Thus, there is a need for mechanisms to ensure
that IT be fully integrated into the business,
aligning the direction of IT with the organiza-
tion's objectives, limiting risks and ensuring
that IT creates business value. Best governance
practices provide guidance on such possible
mechanisms, describing the role of top man-
agement in promoting and maintaining this
alignment and helping them with tools to eval-
uate, to direct and to monitor the use of IT.

The implementation of IT governance principles
is currently considered the preferred method to
ensure effective, efficient, secure and accept-
able use of IT within organizations.

Return to Summary

1.1 Definitions of Governance

In essence, governance comprises the mecha-
nisms of leadership, strategy and contral put in
place to evaluate, direct and monitor the per-
formance of management towards the conclu-
sion of stakeholders’ goals and interests (TCL,
2014, p. 26).

Rachel M. Gisselquist, in a paper released in
2012, notes that "the term [governance] is
widely used in relation to a variety of specific
contexts and approaches: eg, corporate gov-
ernance, participatory governance, global gov-
ernance, information technology governance,
environmental governance, local governance,
NGO governance, and sustainable governance”
(Gisselquist, 2012, p. 5). Each type of governance
follows specific sources of guidance, each with
similar goals but, often, varying terms and tech-
niques for their achieverment.

Marrowing the perspective to the IT envi-
ronment, according to Robert 5. Roussey, “IT
governance is the term used to describe how
those persons entrusted with governance of
an entity will consider IT in their supervision,
monitoring, contral and direction of the enti-
ty. How IT is applied within the entity will have

\

And other quotes
come in the same way

1.2 IT Governance as Part
of Corporate Governance

IT governance is a key component of the over-
all corporate governance of the organization.
It should be regarded as how IT creates value
that fits into the corporate strategy, and never

1.2 Importance of IT Governance

Understanding the reasons that call for IT gow-
grnance in an organization gives more clari-
ty to its importance. Generally, there will be



GOVERNANCE EVALUATION

TECHNIQUES FORIT (GETIT)

ithout a sound idea of how to effectively utilize IT resources, an orga-
nization risks wasting money and, more importantly, failing to meet its
overall business objectives. Good IT governance implementation will in-
crease the likelihood of success and will ensure that limited IT resources
are well utilized.

Thus, auditors need to ensure that the audited entity has an effective IT
governance framework in place. However, they need to keep in mind both the size of the organi-
zation and its mission. Large organizations should have most of the key elements in place. Audits
in smaller organizations or audits of organizations whose mission is not as complex, in turn, may
exclude from the evaluation some details of key elements.

Next sections describe four evaluation techniques that could be used by organizations in the public
sector to assess properly IT governance, considering the targeted profile of the organization.

Objective: present evaluation techniques useful to
different types of SAls objectives
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1. AUDITING INDIVIDUAL ORGANIZATIONS

Audit Objectives

Audit Objective (1) Business
MNeeds Identification, Direction
and Monitoring

=

Audit Objective (2) IT Strategy
Audit Objective (3) Organizational
Structures, Policy and Procedures
Audit Objective (4) People

and Resources

Audit Objective (5) Risk Assessment
and Compliance Mechanisms

1.8 Auditing a Large Entity

The WGITA Handbook on IT Audit described
some of the risks and organization faces if
they do not have a well-defined IT governance
implementation. As an IT Auditor, we need to
look at whether they have addressed those

1.9 Auditing a
Smaller Entity

Smallerentities may not have all of the resourc-
gs to implement all aspects of IT Governance
as a larger organization. Nevertheless, they do
have resources constraints and must strive
to ensure that IT resources are effectively

Related Audit Issues:

and IT requirements?

+ Defining IT requirements: How does the
organization identify and approve business

+ Leadership Related Audit Issues:

rect and mg
ness and IT

= Quality of IT strategy: Does the organiza-
tion have an [T 5trategy that serves to guide

. -
« IT Investml its IT functions?

tion manag

= Risk managemen
zation manage the

Related Audit Issues:

« HR and logistics: How does the organiza-
tion deal with meeting current and future
people and resource requirements?
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2. STATE-LEVEL / PERFORMANCE AUDITING

2.2 State-level IT
Assurance Framework

roles of the three-party components can be
mapped as follows:

Within the context of the public sector, the ' 2.3 Public Sector's Perspective _

of IT Governance

*» An accountable party: in the most of the
countries should be the Government;

» The wuser: should be the legislative
body (Parliament), citizens and other

Internal Control
stakeholders:

2.4.2 Evaluation in Terms of

2.4.1 Evaluation of Public Entities

_

Board of Directors /
Executive Authority

. Senior / Executive Management

Audit Function

—

+ The assurance professional (auditor): is Economy, Efficiency, Effectiveness

the SAl or the Auditor General. (3E) / IT 3E Audits

4

2.5 State-level / Performance
Audit Considerations

e

In order to develop a government-wide perfor-
mance audit plan on IT governance, the informa-
tion obtained should then be analyzed in terms
of the following:

Macro environment;

Government objectives;

Audit outcomes;

Requests for audits from oversight bodies.
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3. SURVEY-BASED AUDIT

3.1.1 What is the Method?

IT governance profile survey

Survey planning
(previous year)

The method consists GfaEEraisinE the general
situation of a |arge group of organizations that
are subject to audits from the surveyor entity by

Survey review
(base year)

gathering unavailable information from each in R —
- . . . + Survey f ovided by

a standardized, easily comparable way. + Field audits i A e . Improvement

- Report findings opportunities
- + Tools arranging + Report on )
« Best practices Timelines governance + Flanning the
identification ’ d:argm;?; status next cycle
+ Data anahysis

Pros: scalability to hundreds of organizations, si-
multaneously; efficiency in employed resources;

CANPIC Limitations: reliability of collected responses
tion; € (ampiguity in the interpretation of the ques-

tions; rnicw data fram  miccomennnicatinn-

need 1 Difficulties: effective communication through

toweri @ questionnaire (write clear unambiguous
questions that can be universally understood
in a similar way despite considerable organi-

zational variance in governance maturity and

Monitoring
(previous year)

Concerning the IT governance system:

The organization defines and communicates formally
roles and relevant responsibilities to governance and IT
management.

The organization have an IT committee formally
established, composed by agents of its relevant areas.

The committee performs the expected activities on its
constitutive act.

The organization prioritizes the IT actions with the support
of the IT committes (or equivalent collegiate), which acts
as advisory instance for the high administration.

Survey execution

Adoption level of the practice

Not | IMEEd | partiany | Entirely
adopted afdz';tu adopted | adopted
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4. IT SELF-ASSESSMENT

Developed by ELIROSAI ITWC, Methodology for
IT self-assessment for SAIs (EUROSAI T Working
Group, 2007):

uses CMM-based COBIT process assessment
model;

suggests how organization-specific Goals cas-
cade has o be built, exploring business goals,
prioritizing them, then linking appropriate
COBIT processes —those having major impact
on achievement of business goals —and ana-
lyzing process maturity issues.

4141 Pros

4142 Limitations

= The method has no major limitations — the

m; - . . i~ .
4143 Difficulties
ne

e

=

+ Reguires knowledge of COBIT processes and
control objectives, sometimes it is a problem

et

for key business people;

The method consists of two parts:

the Methodology for IT self-assessment
for SAls, describing how to organize self-as-
sessment workshops, how to related busi-
ness and COBIT processes, how to measure
current and to set future maturity levels and
how to transform maturity gaps into mea-
surable IT projects intended to cover those
maturity gaps) and uses CMM-based COBIT
maturity model;

Practical self-assessment workshops, mod-
erated by external experts where repre-
sentatives of business and [T functions of

7

o W
[Footance Tevel (3]
o

5 20)
T ST TN 10T

€
]
g

21 Susness pracess |
:] 22 |Business prcess2

83 |Busness process 3

. Stage 1: Organization of the [T

Self-assessment

Stage 2: Preparation for the

Pre-workshop Meeting
Stage 3: Pre-workshop Meeting (4h)
Stage 4: Preparation for the Workshop

Stage 5: Workshop [7h30min; shall be

— T I I L PR B
split in two days: (3)-(d) + (e)-(g)

[Guawy TereT 107

What knd ¢ T.gesbens are exming Wi e raege
(ospacaty e rasge of the quuty ievels i or 1))

Vary ow (0)
1 ey e Ty

reites apoicaton 10 Mware o mest

reited apshcatin sofware orsraget | |
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CASE STUDIES

he purpose of this chapter is to
present some case studies of ac-
tual audits performed by the par-
ticipating SAls. These case studies
were selected to demanstrate the
utilization of the four audit meth-
ods discussed in the previous chapter.

The corresponding audits were performed by
four SAls, as follows:

. An audit of a healthcare information system
(HIS) performed by the State Audit Bureau of
Kuwait using the “Individual Organization”
method;

Il. A state-level IT governance audit performed
by the National Audit Office of Lithuania us-
ing the “State-level” and “IT Self-assessment”
methods;

lll. A means of promoting IT governance per-
formed by the Federal Court of Accounts of
Brazil using the “Survey-based" method;

IV. Implementation of a corporate governance
of information and communication technol-
ogy policy framework performed by the Au-
ditor-General of South Africa using the “Indi-
vidual Organization” method.

Each case study starts with a summary and, after
a brief introduction describing the author SA, is
presented in four sections:

» The Challenge: describes the problem related
toT governance;

+ What Was Done: depicts the SAfs approach
on T governance evaluation and audit;

+ Evolution: how the situation evolved after
the SAl's actions and what were the main
contributions resulting from the adopted ap-
proach;

+ Key Messages: brings the main aspects that
could be generalized to help other SAs.

Objective: Demonstrate the utilization of the four evaluation

techniques by participating SAls



NATIONAL AUDIT OFFICE OF LITHUANIA — THE STATE CONTROL
“STATE-LEVEL" AND “IT SELF-ASSESSMENT" METHODS

“ Having the wide audit scope, equipped with

STATE AUDIT BUREAU OF KUWAIT modern IT governance methods and practices

- " which are tested and applied on the NAQ LT be-
INDIVIDUAL ORGANIZATION™ METHOD fore offered to the auditees, the competent IT

audit staff is able to supgest the best possible

“ The State audit Bureau of Kuwait has initiat- options to
ed an IT Governance audit on a healthcare in- Acting this way,
formation system (HIS) that is to be replaced. the NAQ LT becomes a competent adviser to

The {HIS) belongs to

the Government. ,,

national oil company and its 11 subsidiaries. §§
AUDITOR-GENERAL OF SOUTH AFRICA
“INDIVIDUAL ORGANIZATION” METHOD
FEDERAL COURT OF ACCOUNTS OF BRAZIL “ A directive was also issued to all depart-
“< IRVEY-BASED"” METHOD ments and organs of state _
“ The Federal Court of Accounts of Brazil (Tribunal (DPSA, 2013b). The
de Contas da Uniso —TCU) has been playing an ac- CGICTPF implementation guidelines, together
tjverulenn_ufthin with the conformance and performance as-
Brazilian publicinstitutions and agencies. Through sessment standards, were developed by the

DP54, in collaboration with the Department
of Performance Monitoring and Evaluation
(DPME). The deliverables of phase 1 were due
in March 2014. ,,

an

there is a growing perception
by the management space regarding the need for
stronger processes under the IT environment. ,,
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e Mr. Osama Alfaris and Mr. Saad
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e Mr. Madhav Panwar — SAI USA
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Thank you!

sefti@tcu.gov.br



